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Risk no, title, |Risk Description (Cause, Event, Impact) Current Risk Rating & Score Risk Update and date of update Target Risk Rating & Score Target Date| Current
creation date, Risk score
owner change

indicator

CRO1 Cause - Lack of appropriate planning, leadership and 12 * Business Continuity training 12 30-Apr- =
Resilience Risk |coordination T complete. Action plan now in place to z 2020

Event - Emergency situation related to terrorism or other | 2 implement key recommendations from 2

serious event/major incident is not managed effectively o the training and BIA process o

Effect - Major disruption to City business, failure to 3 « BECC Traini ) | 3

support the community, assist in business recovery. Impact raining session comp ete,

Reputational damage to the City as a place to do business. process and call out St_lll, to be .

finalised. Cycle of training to continue
20-Mar-2015 05 Nov 2019 Constant
John Barradell
Action no Action description Latest Note Action Latest Note |Due Date
owner Date

CRO1L Assurance process with Cabinet Office College Action place now in place to implement key recommendations from the training and BIA Gary 05-Nov- 30-Apr-

Provide refresher and initial training for Col staff, this process Locker 2019 2020

training intended to increase knowledge to ensure BC

plans are able to support the Col maintain its business




during a major incident, provide an in depth independent
oversight of the Col business impact analysis, identifying
its most critical business areas

CROIM process, training, call out process to strengthen the City Training for this session complete, process and call out still to be finalised Gary 05-Nov- 31-Dec-
capability and resilience in responding to major incident Locker 2019 2019
and complying with the wider London boroughs
standardisation programme

CROIN to increase City capability and resilience in also supporting | BECC training as part of this process completed March 2019, cycle of training to continue Gary 05-Nov- 31-Dec-
wider London boroughs during major incident response, Locker 2019 2019
Local Emergency Control Centres, Emergency centres as | Further staff awareness date planned 25/6/19 as part of cycle of training/awareness
part of a wider humanitarian

CRO1Q Plan an annual calendar of IT DR tests, covering critical ~ |Rolling DR Tests have commenced. Matt 05-Nov- 31-Mar-
systems and services Gosden 2019 2020

Papers describing this have been submitted to Audit and Risk and Digital Services
Subcommittees

CRO1R All COL and COLP comms and data rooms are being Audits almost complete. Matt 05-Nov- 31-Dec-
audited with a view to: Gosden; 2019 2019
* Assessing power and security provision Report due to be completed by mid-Dec 2019 with recommendations for process of ongoing  [Kevin

assurance and compliance and upgrade works to achieve minimum standards (subject to Mulcahy

® Update the Comms Room Policy and MoU with City
Surveyors, including categorisation of rooms into critical
and non-critical.

Provide recommendations for a project to improve the
power/UPS resiliency in these rooms.

Capital bid.)




